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1. OO0uue mosoKeHus

1.1. Hacrosmas UHcTpyKuusi M0 aHTUBUPYCHOM 3amuTe MH(MOPMALMOHHBIX
CUCTEM IMEPCOHAJBHBIX NaHHbIX (nanee - Muctpykuwms) ompenenser B MKY J1O
«IIIIM n CID» nopsinok opraHu3alid aHTUBUPYCHOM 3aIlUTHI, NOPSAOK AEHCTBUN
aMUHUCTpaTopa OE30IaCHOCTH U TMOJIb30BaTeNe WH(MOPMAIMOHHBIX CHUCTEM
MEePCOHANBHBIX JAaHHBIX (Jajiee - MH(OOPMALMOHHBIE CUCTEMbI) NMPU OOHAPYKEHUU

BPEAOHOCHBIX KOMITBIOTEPHBIX MPOTpaMM (BUPYCOB).

1.2.

CokpanieHusi, TEepMHUHBI U ONIPEICICHUS

B nacrosmen MHCTpYKIIUU UCIIONB3YIOTCS COKPALLCHUS, TEPMUHBI U
oTpeJieNieHts], MpUBEIeHHbIE B Ta0nunax 1 u 2 cOOTBETCTBEHHO.

Ta6muma 1 — [lepeyenb cokpaleHuit

Coxkpaiuenue PacmmmgpoBka cokparienus
OCTIK Poccun ®denepanibHas Ci1yk0a 0 TEXHUYECKOMY U SKCIIOPTHOMY
KOHTPOJIIO
AntuBupycHoe [10 [IporpamMmmHOE obecrieueHre CpeCTB aHTUBUPYCHOM 3aIUTHI
Bpenonocnoe 110 BpenonocHas koMIbIOTepHAsI porpaMMma (BUPYC)
APM ABTOMAaTH3UPOBaHHOE pabouee MeCTo
IIa [lepcoHasibHBIE TaHHBIE
11O [Iporpammuoe obOecrieueHne
CBT CpencTBa BBIYMCIUTEIBHON TEXHUKU
Tabnuua 2 — [lepeyeHb TEPMUHOB U OTIPEIEICHUIA
Tepmun Onpenenenue Uctounuk
AMUHHCTpATOP PaGoTHuK, OTBETCTBEHHBIH 32 0OecnieueHre
0€30MacHOCTH 0€30MacHOCTH MEePCOHATBHBIX TAHHBIX B
nH(OPMALIMOHHOU UH(GOPMAIMOHHON CUCTEME MEPCOHAIBHBIX JTaHHBIX
CUCTEMBI
MEPCOHANIBHBIX TAHHBIX
(amMuHHCTpaTOP
0€3011aCHOCTH)
Bpenonocnas [Iporpamma, npeanasznauenHas s ocymectsienuss | [[OCT P
porpaMmma HECAHKIIMOHUPOBAHHOTO JOCTYMAa K HH(GOPMALIUU U 51275-2006
(nnn) Bo3AeiicTBUS Ha MHGOPMAIUIO UIIH PECYPCHI
UH(GOPMAITMOHHON CUCTEMBI
WNudopmarnrionHas CoBOKYMHOCTB, cozieprKaleics B 0a3ax JaHHBIX I'OCT P
cucrema UHpOpMaLUU 1 00eCIeUunBaIOIINX ee 00paboTKy 51583-2014
UH(GOPMAITMOHHBIX TEXHOJIOTHI U TEXHUYECKUX
CPEICTB
(KOMITBIOTEPHBIN) BpenonocHas nporpamma, crioco6Has co3/1aBaTh I'OCT P
BHUpYC CBOM KOIIMH U (UJIM) APYTHE BPEIOHOCHbIE 51275-2006
MIPOrpaMMbl
MamnHHbI HOcuTeNnb | MaTteprualibHbI HOCUTEND, UCIIOIb3yEMbIN IS
uHhopmanuu nepenavyy U XpaHeHus 3anumaeMoit nudopmamnmu (B
TOM YHCJIe IePCOHATBHBIX NTaHHBIX (nanee — [1]IH)) B




Tepmun Ornpenenenue Hctoununk
JIEKTPOHHOM BHJIE.
[Tepconanphbie anubie | JIroOas nHGpOpMAIUs, OTHOCIIASCS TPSIMO HIIN denepanbHbIA
KOCBEHHO K OIIPEJICIICHHOMY WM OIIPEIEIIIEMOMY 3aKOH OT
¢buznveckomy Uiy (CyObEKTy IepCOHATBHBIX 27.07.2006
JTAHHBIX) Ne 152-03 «O
[IEPCOHAIbHBIX
JAHHBIX)

1.3. TlepeueHb HOPMATHUBHBIX TPABOBBIX AKTOB, Ha OCHOBAaHUU KOTOPBIX
pa3zpabortana MHCTpyKITuUS:

- ®enepanbublit 3aK0H 0T 27.07.2006 Ne 152-D3 «O nepcoHAIBbHBIX JaHHBIXY;

- nocranoByieHue IIpaBurenscrBa Poccuiickoit @enepanuu ot 01.11.2012 Ne
1119 «O6 yrtBepkaeHUM TpeOOBaHUI K 3alIUTE MEPCOHAIBHBIX IAaHHBIX TMPU HX
00paboTke B MHPOPMALIMOHHBIX CUCTEMAaX NMEPCOHATBHBIX JaHHBIXY;

- npukaz ®CTIK Poccunm ot 18.02.2013 Ne 21 «O6 yrBepxkaenun CocraBa u
COJICpKaHMsI OPTaHU3AIMOHHBIX U TEXHUYECKUX Mep M0 00eCreueHn0 0€30MMacHOCTH
NEPCOHANBHBIX JIAHHBIX MpU HUX 00paboTke B HHPOPMAIMOHHBIX CHCTEMax
NEPCOHATBHBIX JaHHBIX).

1.4. Tlonmp3oBaTesin HHPOPMAIIMOHHBIX CUCTEM JIOJDKHBI OBITH O3HAKOMJICHBI
¢ Hacrosmer MHCTpyknuer 10 Hadaida paboThl B MH(GOPMAIIMOHHBIX CUCTEMaX IO/
noanuch. (OO0A3aHHOCTH IO OpraHM3alldd  O3HAKOMJICHHUS TIOJIb30BaTelied C
HacTosmel WHCTpykIMeld BoO3JlaraeTcsi Ha OTBETCTBEHHOTO 3a OpraHU3aIlfio
ob6pabotku [1/In 8 MKV J1O «IIITIIM u CIT».

2. O01mmii mopsiI0OK OPraHu3au AHTUBUPYCHOM 3aAIUTHI

2.1. AwntuBupycHoe I1O ycranaBnmuBaetcs Ha Bce CBT, Bxondiue B cocTas
MHPOPMAIIMOHHBIX CHUCTEM [l TMPEJOTBpAICHUS 3apaKeHUS BPEIOHOCHBIMU
KOMIIBIOTEPHBIMU TIporpamMMamu (Bupycamu) (nanee — BpeaoHocHbIM [10) uepes
ChEMHBIC HOCUTENIM WH(GOPMAIINH U CETEeBBIC TIOJIKIIIOUEHHUS, B TOM YHUCIIE K CETIM
00IIero moJjib30BaHusl (BIOKEHUS AJIEKTPOHHOW TMOYTHI, BEO- M JIPYrUe CEPBUCHI) U
MeXIyHapoiHOTO nHpopmarmonHoro oomena (Muatepuer).

2.2. K ucnonb3oBanuio B MHOOPMAIMOHHBIX CHCTEMAX JOMYCKAIOTCSA TOJIBKO
JUIEH3UOHHBIE CPEACTBA AHTUBUPYCHOW 3aIlUTHI, MPOILIEAIINE B YCTaHOBICHHOM
MOPSIAKE TIPOLICTYPY CepTH(HUKAIIMN CPEJICTB 3aIUTHl HHGOPMAIIUH TI0 TPEOOBAHUSAM
6e3omacHocTy HH(pOpMAIUH.

2.3. Ha Bce mnpumensembie B HWHGOPMAIMOHHBIX CHCTEMaX CpECTBa
AHTUBUPYCHOM 3alIUTHI JOJIKHBI ObITh JOKYMEHTBI, MOATBEpxKAatomue npasa MKY
JO «IIIM u CIl» Ha ux ucnonb3oBaHue u aeictpyomue ceptudukaret PCTIK
Poccun.

2.4. OrtBercTBeHHBIH 3a opraHuzamuio oOpabotku [IJ[H oOecrmeunBaer
OpraHM3alMI0 AHTUBUPYCHOW 3amuThl MH(oOpMannoHHblx cucteM B MKY JIO
«IIIM u CII».



2.5.  AaMuHUCTpaTOp 0e30macHOCTH OCYLIECTBIISIET YCTaHOBKY,
KOH(OUTypUpOBAaHUE U  YNpaBIEHUE  CPEICTBAMH  AHTUBUPYCHOM  3aLIUTHI
unpopmanmonusix cucteMm B MKY 1O «IIIIIM u CII» B COOTBETCTBUH C
DKCIUTyaTalMOHHOW JTOKyMeHTauued Ha aHtuBupycHoe 11O, a Takke HamexHoe
XpaHEHHE HTATOHHBIX KoMK aHTUBUpPYCHOTO [10.

2.6. Ilonb3oBaTenu MH(MOPMAMOHHBIX CUCTEM SBJISIOTCA OTBETCTBEHHBIMU
32 eXEIHEBHBIM KOHTpOJb Ha cBoux APM u cBoeBpemMeHHOE WH(MOPMHUpPOBaHUE
aMUHUCTpaTopa 0€30MacHOCTH B cliyyae oOHapykeHus BpeaoHocHoro 110 wnu npu
MOSIBJICHUU MHBIX NPEIyNpPeKJAI0IUX COOOUIEHUN CPeJCTB aHTUBUPYCHOW 3aIUThI
(ucTeyeHus CpoKa JIMLIEH3MHM, O HEaKTyaJlbHOCTH 0a3bl JaHHBIX MPU3HAKOB
BPEJIOHOCHBIX KOMIBIOTEPHBIX MPOTrpaMM (BUPYCOB) U T.I1.).

2.7. Kourtponb Haj paboToil moib3oBareiss WH(GOPMAIIMOHHBIX CHCTEM I10
NPUMEHEHUI0 Ha HemnocpeAcTBeHHbIX APM cpeactB aHTUBUPYCHOM 3alllUThI
OCYIIECTBIISIET aJIMUHUCTPATOP O€30MaCHOCTH.

3. Peanu3anusi aHTUBUPYCHOM 321U THI

3.1. AwntuupycHoe IO mopKHO 3amycKaThCs aBTOMATHYECKH TPH CTapTe
oneparornHoit cucteMbl CBT uHbOpManMOHHBIX cUCTEM U (YHKIIMOHHPOBATH 0
3aBepIICHUS] PaOOTHI ONIEPAITMOHHON CUCTEMBI.

3.2. Tlonp3oBarensiMm UHPOPMAIIMOHHBIX CUCTEM 3ampelaercs OJOKUPOBATH,
U3MEHSITh HACTPOUKHU U BHITPYKaTh aHTUBHUpYcHOE 10 Ha cBoux APM.

3.3. AHTUBHpYCHasi TpOBEpKa [OJDKHA OCYIIECTBISATHCS [JISl CIIEIYIOIIUX
00BEKTOB:

- (aitioB 3arpy3Kku — MpH 3arpy3Ke OrneparmoHHON CUCTEMBI;

- CUCTEMHOT0 W  MPUKIAAHOTO  MIPOrpaMMHOr0O  oOecreyeHwus,
UCTIOJTHSEMBIX (PaiIoB — B aBTOMAaTHYECKOM PEKUME B MIEPUOJI CEaHca paboThI;

- nocrynarwomed uHOpManuMu TO KaHalaMm TMepefadd JaHHbIX — B
ABTOMATHUYECKUM pEXUME JI0 OTKPBITUS HH(OpMaInuu (3amycka HCIOJIHIEMBIX
¢aiinon);

- uHpOpMAIINK, TIOCTYMAIOIMIEH HAa CbEMHBIX HOCUTEISIX — TMpHU
MOAKIIOUEHUH ChEMHOTO HOCUTENSI K TEXHUYECKOMY CPEICTBY;

— UCXOJAIer WHOOpPMAlMK — HEMOCPEACTBEHHO TIEpea €€ OTIPaBKOM
(3amuCchI0 Ha ChEMHBIM HOCUTEID);

— YCTaHABIMBAEMOTO (M3MEHAEMOIr0) MPOTPAMMHOTO OOECTCUCHUS —
HEIMOCPEACTBEHHO Tepe]] yCTaHOBKOI;

- MaIllMHHBIX HOCUTENSAX MH(POpPMALMU, yCTaHOBIEHHBIX B kopnyc CBT
(HaKOMUTENN Ha KECTKUX JAUCKAX) — HE PEXKE OJIHOTO pa3a B HEJEIIO.

3.4. Jlro6oe ycraHaBnuBaeMoe (0OHOBISIEMOE) IPOrpaMMHOE 0OecTicUCHUE B
MH()OPMAITMOHHBIX CHUCTEMAxX MPOBEpSETCS Ha OTCyTCTBUE BpemoHocHoro [1O mo
MOMEHTa ycTaHOBKW. llocine ycTaHOBKM WM OOHOBJICHHS MPOTPAMMHOTO
o0OecrieueHus: MPOBOAUTCS TOBTOPHAsI aHTUBUPYCHAS MIPOBEPKA.

3.5. Anmunuctpatop 0€30MaCHOCTH TPU  YNPaABICHUU  CPEIACTBAMHU
AHTUBHUPYCHOM 3aIIUTHI UHPOPMAITMOHHBIX CUCTEM 00€CIICUMBAET:

- YCTAHOBKY, HACTpOMKY, YIpaBlieHHMEe KOH(pUTIypalHreil U JIOTrHYecKou
CTPYKTYpO# Bcero antuBupycHoro [10;



- YCTAHOBKY W OOHOBJEHHME  JIMIEH3MOHHBIX  KIIOYEH  CpElCTB
AHTUBUPYCHOU 3aILUTHL;

- YCTAHOBKY OOHOBJIEHMM 0a3bl JaHHBIX MPHU3HAKOB BPEIOHOCHBIX
KOMITbIOTEPHBIX MPOTrpaMM (BUPYCOB);

- OrpaHUYE€HUE JOoCTyna mnoJyib3oBatened Ha APM k HacTpoiikam
YCTAHOBJIEHHBIX CPEACTB AHTUBUPYCHOM 3aILUTHI;

- HACTPOMKY pacChbUIKU cOOOIIeHH 00 oOHapyxkeHuu BpenoHocHoro 10,
0 cOosiX B pabOTe Cpe/CTB aHTUBUPYCHOW 3aIUTHI, O HEOOXOAUMOCTH OOHOBJICHUS
0a3bl JTaHHBIX MPU3HAKOB BPEIOHOCHBIX KOMITBIOTEPHBIX MTpOrpamMm (BUPYCOB) U T.IL.;

- BHEIUIAaHOBYIO TMpoBepky APM, cbeMHBIX MaIIMHHBIX HOCUTENEH
uH(OpMAIIMH B Cllydae MOA03pEeHHs Ha Hannuue BpeaoHocHoro I10;

- BOCCTAHOBJICHHE pabOTOCIOCOOHOCTH  MPOTPAMMHBIX  CPEICTB U
MH(GOPMAIIMOHHBIX MACCUBOB, MOBPEXACHHBIX BpeaoHOCHBIM [10;

- penieHure npodsieM, BOZHUKAIOUIUX B MPOIECCE UCIOJIb30BAHMS CPEJCTB
AHTUBUPYCHOM 3aIUTHI.

3.6. AnMuHuCTpaTOp 0€30MAaCHOCTH OCYIIECTBISIET HACTPOMKY perucTpanuu
coObITHii  MH(pOpPMAIIMOHHOW ©0€30MaCHOCTH CpPEACTB AHTHUBUPYCHOW  3alUTHI
MH(POPMAITMOHHBIX CUCTEM, BKIIFOYAS:

- O0TKa3 pabOTOCIIOCOOHOCTH CPEJCTB AHTUBUPYCHOW 3aIllUThl W HUX
KOMITOHEHTOB;

- oOHapyskeHue BpegonocHoro I10;

- U3MEHEHHE JIFOOBIX TEKYIIUX HACTPOEK CPEJICTB AHTUBUPYCHOM 3alTUTHI;

- YCTaHOBKA M PACHpOCTpaHEHHE OOHOBJICHHM 0a3bl TaHHBIX MPU3HAKOB
BPEJIOHOCHBIX KOMIIBIOTEPHBIX MPOrpaMM (BUPYCOB).

KypHanel peructpanuu  COOBITUH  CpEeACTBa AHTUBUPYCHOW  3alllUTHI
MH(GOPMAIIMOHHBIX CUCTEM JOJKHBI OBITH JOCTYIHBI JUISI ONEPATUBHOTO aHAlu3a B
Te4YeHue 1 Mecslla ¢ MOMEHTa PETUCTPAIIN COOBITHS.

4, Oo0OHoBJICHUE 0a3bl JAHHBIX NPU3HAKOB BPEIOHOCHBIX
KOMIIBIOTEPHBIX POrpamMm (BUPYCOB)

4.1. ba3pl AaHHBIX MNPU3HAKOB BPEAOHOCHBIX KOMIBIOTEPHBIX MpPOrpamMm
(BUpYCOB)  CpEICTB  aQHTHBUPYCHOM  3amuThl  WH(OPMAIIMOHHBIX  CHUCTEM
aBTOMATHUYECKH OOHOBJISIOTCS HA €KEHEBHON OCHOBE U3 IOBEPEHHBIX MICTOUYHUKOB.

4.2. AnvunucTtpaTop 0O€30macHOCTH HE pexe | pasa B J€Hb HPOBOJUT
KOHTpPOJIb OOHOBJIEHHS 0a3 JaHHBIX MPU3HAKOB BPEAOHOCHBIX KOMIIBIOTEPHBIX
porpaMm (BUPYCOB).

d. Hopsinox AecTBUI npu O0OHapyKeHUuH BPEIOHOCHOI 0
NMPOrPaMMHOro odecrne4eHus

5.1. Ilpu oOnapyxenun BpeaoHocHoro [0 Ha CBEMHBIX HOCHUTENSAX, B
AJIEKTPOHHBIX OTIPABICHUSIX WM TPU TOCEIIEHUH pecypcoB cetu HWHTepHeT
M0JIb30BaTENIb HUHPOPMAIIMOHHBIX CUCTEM 00s13aH:



- MIPUOCTAHOBUTH PabOTy C MCTOYHMKOM Yrpo3bl (ChEMHBIM HOCHUTEIIEM,
ANIEKTPOHHBIM  OTHpaBieHueM, VIHTepHeT-pecypcoM), UHbIE  pabOThl  Ha
aBTOMAaTU3MPOBAHHOM paboueM MeCTEe HE 3alpeniaroTcs;

— COOOIIUTh  AAMUHHUCTPATOPy  Oe30macHOCTM 00  OOHapyKeHUU
BPEJAOHOCHOTO IPOrPaMMHOI0 00ECIICUEeHMS;

- OPUHATH MEPHl 1O JIOKAaJU3allMM M yJajaeHuto BpegoHocHoro I10,
pPEKOMEHJOBaHHbIE aIMUHUCTPATOPOM O€30MACHOCTH.

5.2. Ilpu oOnapyxenun BpegoHocHoro IIO B mpomecce o006paboTku
uH(popMaIm, 3a UCKII0OYEeHUEM NTyHKTa 3.1, moyib30BaTenb 00s13aH:

- IPUOCTAaHOBUTH Bce paboThl Ha APM;

— COOOIIUTh  AAMUHHUCTPATOPy  Oe30macHOCTH 00  OOHapyXKeHUU
BPEJIOHOCHOTO MPOTPAMMHOI0 00eCTIeueHNs;

- OPUHATH MEPbl MO JIOKATW3allMK M yJajaeHuto BpegoHocHoro I10,
PEKOMEHIOBaHHbIE aIMUHUCTPATOPOM OE30MACHOCTH.

5.3.  AaMuHucTpaTop 0€30MacHOCTH MO (PakTy COOBITHH, MPETyCMOTPEHHBIX
nyHkTamu 5.1, 5.2 moiKeH 3aperucTpupoBaTh BUPYCHYIO aTaky B KypHaje COOBITUI
0e30MacHOCTH B COOTBETCTBUU C MHCTpyKIHMEl MO yHpaBlI€HUIO COOBITHSIMU
nHpOpMaIIMOHHOM Oe3omacHOCTH uHPopMannoHHbIX cucteM B MKV J1O «UIITIM u
CII».

5.4. Ilpu ob6uapyxenun BpemgoHocHoro IIO Ha cepBepHOM  WIH
TEJIEKOMMYHHUKAIIMOHHOM 000pYAOBaHUH aJIMUHUCTPATOP O€30MaCHOCTH 00s13aH:

- HEMEJUICHHO COOOIIMTh OTBETCTBEHHOMY 3a OpraHu3aluio 0O0pabOTKu
[1/11 06 oOHapykeHUH BPEJOHOCHOTO MTPOTrPaMMHOTO 00€eCTIeueHus;

- OPUHATH MEpBl MO JIOKaNu3aluu W yaaneHutro BpenoHocHoro IIO, a
TaKe 10 BBISBJICHUIO HCTOYHUKA U CII0C00a MPOHUKHOBEHUS BpenoHocHoro [10.

5.5. B cnydae  HEBO3MOXHOCTH  yaaneHuss  BpenoHocHoro  IIO,
aAMUHUCTpaTopy  Oe3omacHOCTH  cieayeT  oOpaTUThCS B OpraHU3AIMIO,
OCYLIECTBIISIONIYI0 TEXHUYECKYIO TOAIEPKKY CPEIACTB aHTUBUPYCHOM 3amuThl. [Ipu
nepenaye o0Opas3loB 3apakeHHBbIX (GalIoB, a TakkKe TMpPU MPEAOCTABICHUU
uHpOpMaIlMU O BUPYCHOM aTake B OPraHU3aIUI0, OCYIIECTBISIONUIYI0 TEXHUYECKYIO
HNOJJIEPKKY CPEICTB AHTUBUPYCHOM 3alllUThl HMH(POpPMAIMH, JOKHBI OBITh
coOmofieHsl  TpeOoBaHMs  KOHPUACHIMANbHOCTH oOpabateiBaembix [I/ln B
MH(POPMALIMOHHBIX CHCTEMAX.

6. O0s13aHHOCTH NOJIB30BaTE/ el HHPOPMALUOHHBIX CUCTEM

6.1. Ilpu paGore B MHPOPMAIMOHHBIX CUCTEMAaX TMOIb30BATENN 00SI3aHBI:

- BECTH €XKCIHEBHBIM KOHTPOJIb HaJ pabOTON CPEICTB aHTHBUPYCHOUH
3aIIUTHI;

- IPOBEPSITh BIIOKEHUS DSJIEKTPOHHOW TMOYTHI, CHEMHBIE MAIlUHHbBIC
HOCHUTENM WHPOPMAIIUHU TIepe] Ha4aioM paboThl Ha IPEIMET HATMYUSI BPEIOHOCHOTO
I10;

— HEMEIJICHHO  YBEIOMJISITh  aJMHHHUCTpaTopa  0€30MacHOCTH  MpH
nogo3peHun Ha 3apaxkenne APM BpenonocHeiM I10 (MennenHas paboTta mnpu
OTKPBITUH TPWIOKEHUM, yacTtoe 3aBucanue [1O, caMOnpou3BONBHBINA MEpPE3aITyCK,
coon B pabote), mpu oOHapyxeHun BpeaoHocHoro IIO (cooOmeHue Ha HSKpaHe



MOHHUTOpA O HAJIMYUM BUpYCA), @ TAK)KE MPU MOSIBICHUH JTHOOBIX MPEAYNPEKIAIOIINX
COOOIICHUI CpEeACTB AHTHUBUPYCHOM 3alUThl (MCTEUYEHHUS CpOKa JMIEH3UU, O
HEaKTyaJlbHOCTH 0a3bl JAHHBIX MPU3HAKOB BPEJAOHOCHBIX Mporpamm (BUPYCOB) U
T.IL.).

6.2. Ilonb3oBaTensiM MHGOPMALIMOHHBIX CUCTEM 3aIPEIIAETCA:

- OTKJIIOYaTh, U3MEHITh HACTPONKU U BBITpYXKaTh aHTUBUpYcHOe I1O Ha
ceoux APM;

— CaMOCTOSITEJIbHO OCYIIECTBIISITh MOAKIIOUeHHe (oTkiatoueHue) APM k
JIOKaJIbHOW BBIYMCIUTEIBLHON ceTH, ycTaHaBIuBaTh (ynansath) [10, obopynoBanue;

- UCIIONBb30BaTh He3aperucrpupoBanHsie B MKY 1O «UIIIIM u CII»
MalIMHHbIE HOCUTENN UH(POpMaALIUK;

- IpOJO0JIKATh 00paOOTKY MEPCOHANBHBIX JAHHBIX W HHBIE pabOTHI MpHU
oOHapyxeHuu BpenonocHoro 10 B mporecce 06padboTku nHGOPMAIIUH.

7. OTBeTCTBEHHOCTH

7.1. Tlonb3oBatenu MH(OPMAITMOHHBIX CUCTEM JOJIKHBI OBIThH
NpenynpeskeHbl 00 OTBETCTBEHHOCTH 32 HEBBINIOJIHEHHE TPEOOBAHMM HacTOsLIEH
NucTpykumm.

7.2. Paborauku MKY IO «IITIM u CII» HecyT OTBETCTBEHHOCTH 3a
HEHA/UIC)KAIllee  MCIIOJHEHHWE  WJIM  HEHUCIIOJHEHHE  CBOMX  OO0S3aHHOCTEM,
NpEeayCMOTPEHHBIX HacTosiied HMHCTpyKIMe, B COOTBETCTBUU C JEHCTBYIOIIUM
3aKOHOAATeNIbCTBOM Poccuiickon denepanuu.



ITpunoxenne

PexomeHaanuu 1no 3amure KOMIbOTEPAa OT HPOrPaMM-
IU(PPOBANBIINKOB

1. OO01ue pexoMeHaaIUU

1.1. He oTkpbliBaiiTe MOYTOBBIE BJIOKEHUS OT HEU3BECTHBIX OTIIPABUTENECH.

B OonbiiMHCTBE CilydaeB MPOrpaMMbI-IIH(QPOBAIBIIMKA PACITPOCTPAHSIIOTCS
yepe3 IMOYTOBBIE BIOXKEHMS. 3ajiaya 3JIOYMBIIUIEHHHKA — YOEAUTb MOJIb30BaTels
OTKPBITh BJIOXEHHUE W3 TMHChbMA, IOATOMY TEMbl MHCEM COJAEPXKAT YIPO3BI:
yBEJAOMJIEHHE OT apOUTPa)KHOTO Cyaa 00 HCKe; MCIOJHUTEIBbHOE MPOU3BOACTBO O
B3bICKAHHUH 33JJ0JKEHHOCTH; BO30YKIECHUE YTOJOBHOTO JIEJIa U TOMY MOJA00HOE.

[Ipu 5TOM BpeIOHOCHBIMU MOTYT OKa3aThCs HE TOJbKO (aiibl popmara EXE.
Tak e ObUIM Ciydau 3apaKeHHUs] KOMIIBIOTEPOB IMPU OTKPBITHH CHEIUATBHO
chopMUpOBaHHBIX 3710yMbllTIeHHUKaMu (aiinos ¢popmaTtoB DOC u PDF.

1.2. CpoeBpeMEHHO OOHOBJISUTE AHTUBUPYCHBIC 0asbl, OMEPAUOHHYIO
CUCTEMY U APYTU€ MPOTrPaMMBI.

PerynsipHo oOHOBmsiliTe Ball aHTUBUpPYC. BMecTe ¢ aHTHBHpPYCHBIMU 0OazamMu
OOHOBIISIFOTCS TIPOTPAMMHBIE KOMIIOHEHTHI, YJIYUIIAIOTCS CYIIECTBYIOIINE (PYHKIIUM
U 100aBIISIOTCS HOBBIE. A TaKXKe yCTaHaBIMBaWTE OOHOBJICHMS ISl ONEPALMOHHOMN
CUCTEMBI U JPYTUX NPOrpamMM, KOTOPBIMH BbI NIOJIb3YETECH.

1.3. PerynspHo co3nmaBaiiTe pe3epBHbIE KOMUN (DAJIOB U XpaHUTE WX BHE
KOMIIbIOTEPA.

XpaHuTe pe3epBHbIE KOMHMM BHE KOMIbIOTEpa (HampuMmep, Ha ChEMHBIX
HOCHUTENSIX WIU B «OOJIAYHBIX» XPAHWIUINAX) U B 3amIMppoBaHHOM Buae. Takum
oOpazoM, ¢aiiasl OyIyT 3alIUIIEHBl HE TOJIBKO OT MPOTrpaMM-IIU(POBATBIINKOB, HO
U OT OTKa30B KOMIIBIOTEPHOU TEXHUKHU.

1.4. Hactpotite 10CTyN K OOIIMM CETEBBIM ITaITKaM.

Ecnu BB ucnonb3yere oOmMe ceTeBble MalKd, PEKOMEHAYETCS CO3/aTh
OTZIEJIBHYIO CETEBYIO MaNKy JJI1 KaXXI0ro nosibzoBarens. [Ipu sTom npaBa Ha 3anuck
JIOJIKHBI OBITH TOJIBKO Y BIIaJeiblla Manku. TakuMm 00pa3oM, MpU 3apakeHUH OJHOTO
KOMIIbIOTepa (aitnel OyayT 3amm@poBaHbl TOJBKO B OJHOM ceTeBoil mamke. B
MPOTUBHOM  CJIy4ae, 3apaX€HUE OJHOTO KOMIBIOTEpAa MOXET MPUBECTH K
G pOBAHHUIO BCEX JOKYMEHTOB Ha BCEX CETEBBIX MaIKax.

2. PexkomeHaanum no HACTPOIKe MapaMeTpPoOB KOMIbIOTEpPa

2.1. B cocrtaB omepannoHHBIX cucteM Windows BXOIUT ciy>k0a 3amiuThl
CHUCTEMBI Ha BCEX JIHMCKaX, KOTOpas co3MaéT pe3epBHBIC KOMHH (HaiJIOB U MANOK BO
BpEMsl ApXHUBALUM WJIW CO3JAHHSI TOYKH BOCCTAHOBIICHUS cUCTeMBL. 1lo ymomyanuro
ATa CIy»K0a BKJIIOYEHA TOJIBKO JJIsl CHCTEMHOIO paszena. PekoMeHyeTcsi BKIIOUUTD
CITYXXOY JIJIS BCEX Pa3/CciioB.

3. Yro aesars, ecau Ppailibl 3a1unGppoBaHbI

3.1. Ecam y Bac ycTaHOBIEH KakKOW-THMOO aHTHBUPYCHBIM MPOIYKT, TO B
HACTPOWKAX MapaMeTPOB 3TOr0 MPOAYKTA BBIMOJIHUTE CIETYIOIIEE:

- OTKIIIOYMTE aBTOMATUYECKOE yAalleHHEe OOHapy>KEHHBIX BPEJOHOCHBIX
00BEKTOB;

- VYcranoBuTe neiicTBUe, MOMECTUB (pailyl B KapaHTHH.



[Ipumeyanue: pekOMEHAYETCA HE yNalsATh OOBEKThl U3 KapaHTHHA, TaK KAK B
HEKOTOPBIX CIIy4asiX BPEIOHOCHbIE (DAMIIbI MOTYT COJIEpPKaTh KIIOUYH, KOTOPbIE MOTYT
MOMOYb IIPU paciin(poBKe.

3.2. Ypanute BUpYC.

Ecniu y Bac He YyCTaHOBIEH KakKOW-TMOO aHTHUBUPYCHBIM MPOIYKT, TO
MPOBEAUTE TOJHYIO TPOBEPKY MIPU MOMOIIHN OECIUIATHBIX TPOTPAMM.

3.3. Coznaiite xonuu 3amuppoBaHHBIX (HANUIIOB.

3.4. TlombiTaiiTech BOCCTAHOBUTH (Dailiibl:

s monb3osareneit Windows 8; mist mons3osareneii Windows 10.

3.5. Bocrnonw3yiitech yTWIMTaMU I8 aBTOMAaTHYECKOW pacuindpoBku
¢aiinos:

- Yrunuta RectorDecryptor;

- VYrumura XoristDecryptor;

- VYrummra RakhniDecryptor.

BHUMAHMUE! Tlepen 3amyckoM yTHIMT cO3/1aiiTe KOMUU (HaiIoB.

4, Cnmcoxk MecT, rae MOIyT HaxoAuTbes:i (Gailiibl  mporpamMmm-
U pPoBANBIIHKOB.

4.1. APPDATA:

o OC Windows:

- Huck:\Documents and  Settings\%UserName%\Application  Data\
%USERPROFILE%\Local Settings\Application Data

4.2. TEMP (BpemeHHBII KaTaor):

- % TEMP%\??????2?.tmp\ (mpumep: temp\vum35a5.tmp)

- %TEMP%\???2???2?2.tmp\??\ (npumep: temp\7ze5418.tmp\mp)

- % TEMP%\??77????2\ (mpumep: temp\pcrdd27)

- %WINDIR%\Temp

4.3. Bpewmennsrit karanor Internet Explorer:

o OC Windows: %USERPROFILE%\Local Settings\Temporary Internet
Files\

4.4, Pab6ouwnii cron: %UserProfile%\Desktop\

4.5. Kop3una:

- Huck:\Recycler\

- Juck:\$Recycle.Bin\

(? -- 0-9)
4.6. CucTeMHBIN KaTaJIor
- %WinDir%
- %SystemRoot%\system32\
4.7. Karanor 10KyMEHTOB MOJIb30BATEIIS
- %USERPROFILE%\Mowu nokymeHTBI\
- %USERPROFILE%\Mown nokymentsr\Downloads
4.8. Karamor ISt CKaYMBaHUS daitnon B BeO-Opaysepe:

%USERPROFILE%\Downloads
4.9. Karanor aBTO3arpy3KHu: %USERPROFILE%\I"1aBHOC

meHto\[IporpamMMbeI\ABTO3arpy3ka


https://support.microsoft.com/ru-ru/help/17128/windows-8-file-history
https://support.microsoft.com/ru-ru/help/17143
https://support.kaspersky.ru/viruses/disinfection/4264
https://support.kaspersky.ru/viruses/disinfection/2911
https://support.kaspersky.ru/viruses/disinfection/10556

	1. Общие положения
	2. Общий порядок организации антивирусной защиты
	3. Реализация антивирусной защиты
	4. Обновление базы данных признаков вредоносных компьютерных программ (вирусов)
	5. Порядок действий при обнаружении вредоносного программного обеспечения
	6. Обязанности пользователей информационных систем
	7. Ответственность
	Приложение

